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Static Application Security Testing (SAST)
(Fuji scope)

Initial evaluation focused on tools / languages / cost / ease of integration
* Missing requirements from Security WG
Tool Selection

What'’s the right SAST tool for EdgeX Foundry?
« Define the criteria for tool selection Seeking input, recommendation and
Implementation / Integration direction from EdgeX Security experts

What should happen if the scan finds a vulnerability?

» Define Build Behavior
* Break the build, Continue build but Alert, Scan outside of Build separately
* How to Alert and Who receives notification? Slack, Email

Developer Feedback Loop / Remediation %

What happens after tool is up and running scans?
+ Code remediation timelines based on severity
* Roles and Responsibility of Code Reviewer within tool

* Measurement of improved security of code base over time (ties into certification)

edgexfoundry.org | y@edgexfoundry
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Initial Analysis of SAST Tools

* Previous discussions and review of findings in EdgeX DevOps WG meetings
* Focused on tools that were FOSS and supported EdgeX Foundry code base including Go language support
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Recordings / Meeting Minutes are available online (WW26-28) °

https://wiki.edgexfoundry.org/display/FA/DevOps+Working+Group?preview=/329486/31588576/StaticCodeAnalysis.pptx
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https://wiki.edgexfoundry.org/display/FA/DevOps+Working+Group

EDGEXFOUNDRY

Analysis / Ranking and Rating

Based on the previous table, the analysis are captured for the tools which supports GolLang.

Tools Github Integration Support for Cost Open Rules
Docker Source Support conflg

Guardrails Need to see how this could work Free for open Paid clients have additional
for EdgeX Foundry. source project functionality for CLI and PR
Pricing support
2 SonarQube Easy Yes Free for open Yes Yes Yes Yes It supports Golang, but C/C++
SonarCloud github plugin Docker source project, * Get Started scanning works only on Developer
Scanner Info except for C, e Jenkins / Enterprise version.
Server Info C++ Configuratio

Additional overhead to implement

Pricing . gonar with LF resources needed to
Scanner enable by FUJI.
3 Snyk Integration not supported for bletferCtelans Free for open No Yes Yes Yes Snyk supports testing and
Golang (Details) source project Documentation monitoring Go projects that have
Pricing their dependencies managed
by dep or govendor. Go support is
. . currently supported via the
* Snyk now supports Go with go modules using CLI Snyk CLI and Git Integrations
* Coverity not considered in this initial analysis N
* Linux Foundation doesn’t support SonarQube instances but offers SonarCloud Gotang—need supplierroadmap
Reporting requires paid plan = $$$
4 Fortify Don’t see the proper Couldn’t find it Cost involved No Yes Yes Yes It supports on demand scanning,
documentation Data Sheet but it is expensive.
@
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https://www.guardrails.io/
https://dashboard.guardrails.io/default/gh/jamesrgregg?tab=subscription
https://www.sonarsource.com/products/codeanalyzers/sonargo.html
https://docs.sonarqube.org/display/PLUG/GitHub+Plugin
https://docs.sonarqube.org/display/SCAN/Analyzing+with+SonarQube+Scanner
https://docs.sonarqube.org/latest/setup/get-started-2-minutes/
https://hub.docker.com/_/sonarqube/
https://www.sonarsource.com/plans-and-pricing/community/
https://docs.sonarqube.org/latest/setup/get-started-2-minutes/
https://docs.sonarqube.org/display/SCAN/Analyzing+with+SonarQube+Scanner+for+Jenkins#AnalyzingwithSonarQubeScannerforJenkins-AnalyzingwiththeSonarQubeScanner
https://docs.sonarqube.org/display/SCAN/Analyzing+with+SonarQube+Scanner
https://snyk.io/docs/github/
https://snyk.io/docs/github/
https://snyk.io/plans/
https://snyk.io/docs/
https://github.com/golang/dep
https://github.com/kardianos/govendor
https://snyk.io/docs/using-snyk/
https://www.microfocus.com/en-us/products/static-code-analysis-sast/overview
https://www.microfocus.com/media/data-sheet/fortify_static_code_analyzer_static_application_security_testing_ds.pdf

POC Recap

Guardrails Q

Jamesrgregg ~ e cha al : PR #1 - [pull] master from edgexfoundry-holding:master =

® 00m 00.6455

4 Ea0l2c .
& PR#1 1§ sutibot [pull] master from edgexfoundry-holding:master m 7 days ago
Scan Report Show detailed results ‘

detect-secretsv(.11.0

File: edgex/charts/edgex-mongo/templates/deploy-mongoyaml:2é
Rule ID:Hex High Entropy String
Finding Type:secret

Associated metadata

“hashedSecret™: "832813bf7f421b78b308901f32458b7bofBeal5es”™

This is not a false positive

Initial Findings:
Not the right solution for this project.
Oriented towards web based applications, not microservices.

@ 00m 00.645s
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Snyk O

Snyk ‘ Jamesrgregg ‘ O  james.r.gregg@intel.com -~

Dashboard Reports Projects Integrations Settings
[ jamesrgregg/hellonode:package.json Overview History Sestings
Snapshot taken by recurring test 4 days ago.
Vulnerabilities 0 via 0 paths Dependencies 0 Source ©) citHub

Taken by Recurring Tested with package.json Repository hellonode

Branch master Manifest package.json

Issues | Dependencies

Severity No known vulnerabilities found
High
Add a Snyk Badge to the README file to show that this project is free of vulnerabilities.
Medium
Low
HTML
Status <a href="https: //snyk.io//test/github/jamesrgregg/hellonode?targetFile-package.json"><ing src="https://snyk.io//test/github/ e
3
Open Markdown
Patched [![Knoun Vulnerabilities](https://snyk.io//test/github/jamesrgregg/hellonode/badge . svg?targetFile=package. json)](https://sny Copy
»
Ignored

Initial Findings:

Ruled out due to lack of Go Lang support with go modules.

There now appears to be a Snyk Docker based CLI that supports scan based
on go.mod
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SonarCloud @

(Linux Foundation service offering)

 SonarCloud SaaSs version
S " © 7 « Free for Linux Foundation (Open Source)

P Home - Circuit Emp... 1 Linux Foundation ID X DevOps Working G... Q Tasks €A DevOps: My Dash... \E,) jamesrgregg - Guar... cb Jenkins (CJE) &P Cloud Security Hub &P cloudhelper @& AWS Login Portal

sonarcloud My Projects My Issues Search far projects and files L4 Easy | m p | eme ntatl on

X caocramsyromao e oo e Offers Code Quality / Code Coverage / Code
Projects Issues  Quality Profiles  Rules  Quality Gates  Members Sme”s

Perspective: | Overall Status Sort by:  Name Search by project name or key 1 projects

e + Same capability already in place noew with Codecov.io for
Quality Gate P — Code Coverage reporting
* Very Limited Security Checks for Go (see rules next slide)

» Other Languages include (mostly web oriented)
« OWASP Top 10
* Sans Top 25

Security (8 Vulne :-L\Mr.\e:]c ¢ CWE %

Reliability # Bugs

© 2008-2019, SonarCloud by SonarSource SA. All rights reserved.
News - Twitter - Terms - Pricing - Privacy - Security - Help - Contact us - Status - About

Currently enabled on edgex-go repo but
hasn’t been scanned to date

edgexfoundry.org | y@edgexfoundry
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SonarCloud Vulnerability Rules for Go

sonarcloud - - Explore 3 ' ects and files... Log in
P EdgeX F dry Project O https://www.edgexfoundry.org/ Key: edgexfoundry
/A, EdgeX Foundry Projec ps://www.edgex iry.org/ Key: edgexfoundry
Projects  Issues  Quality Profiles  Rules  Quality Gates

Go 2
‘ ‘ to selectrules | — || — |to navigate E_) 1/ 2 rules
T-5QL 2

Apex 1

HTML 1 Credentials should not be hard-coded W Go @ Vulnerability ¥ cert, cwe, owasp-a2, sans-top2 5-porous

Kotlin 1

Ruby ! IP addresses should not be hardcoded Go @ Vulnerability R cert

Scala 2 of 2 shown

VB.NET \_

21 shown Show Less
Ctrl + click to add to selegzfion

v Type

& Bug 11
| @ vunerabiity 7 2 |

& Code Smell 33

edgexfoundry.org | Y @edgexfoundry


https://sonarcloud.io/organizations/edgexfoundry/rules
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Wrap Up

* Discussion * Next Steps / Recommendation

* Developer Workflow should include  Look at output from different tools
recommendation from Security WG on
developer tool for local scan » SonarCloud

Malini suggestion to take a closer look at * Snyk
https://github.com/golangci/golangci-lint and go- . Coverity
>eC » Checkmarx

Try - gometalinter with gosec i '
y-9 J  James to coordinate a demo with

« Resourcing for role for reviewing would be Snyk within this forum
handled within SIR team e Enable the SonarCloud
* Need to focus on tools that provide true static integration using sonar.propertie%

code analysis : _ _
« Image scanning is addressed with Clair as pre * Bring reports into Security WG for

and post release reporting process review
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