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Standing Agenda

e Review Security Board

Icebox Backlog
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e Securing Consul Board
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e Secrets Provider for All
o C SDK now supports secret store


https://wiki.edgexfoundry.org/display/FA/Security+Working+Group
https://github.com/orgs/edgexfoundry/projects/28
https://github.com/orgs/edgexfoundry/projects/41

o Consul token will be added next
o Thereafter, secure message bus in C SDK

e Review CIS docker scan (will skip unless something changes) (click latest run, go to

classic, view console output).
e Review Snyk (Jenkins) (will skip unless something changes) (Imagelist)

Critical

o SKIPPED for this week
o JimWang removed extraneous curl dependency from secretstore-setup container

o JimWhite sys-mgmt-agent updated docker to 20.10.7

e Review action items from previous week

Agenda

e LFEdge TAC (Technical Advisory Committee) next Wednesday 7AM. Bryon will review
the CVE process used recently to share BKM. Seek clarification from Kendall on

detailed agenda.
e Discuss Secret Store Tokens and 1-hour use it or lose it.
o Prioritize #3632 so that developers can set this to 24 hours. Needed for

upcoming Canonical EdgeX workshop.
o Tony and Jim to figure out if possible to turn off Consul security after-the-fact

(documentation; create a snap hook for it).

Action Items

e 7/14: Bryon: Update security policy documentation w.r.t. when to use GitHub security

advisories to notify users of issues.
e 8/25: Jim/Tony: Report back on Consul security after-the-fact disable.
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