
EdgeX Security WG Meeting
https://wiki.edgexfoundry.org/display/FA/Security+Working+Group

February 23, 2022

Attendees

Agenda
● Presentation: Experiences porting EdgeX to Kubernetes, Colin Peters, Fujitsu

○ Akraino presentation
https://wiki.akraino.org/display/AK/Smart+Data+Transaction+for+CPS+Blueprint+
Architecture

○
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○ Used strategy of consolidating all containers into a single pod.
○ Used Kompose to automate the conversion

■ Sys-mgmt-agent doesn’t properly map docker.sock, for example
○ Problems occurred when tried to enable security

● Kubernetes doesn’t support container-specific restart policies.
Security-proxy-setup terminating upon success causes problems.

● Series of 3 bugs below that rely on docker volume init semantics:



● Kong seems to have a localhost resolution bug

● Proxy setup can’t be allowed to terminate (bug needed)

○ Discussion: does EdgeX in Kubernetes make sense?
■ Doesn’t really fit because of the hardware affinity for device connectivity.
■ Haven’t tried Helm chart model yet
■ Akraino blueprint likely to go out as-is
■ “Ansible scripts are a bit clunky”

○ Timeline
■ Blueprint “release 6” is in April
■ Next release is 6 months after that
■ Will start investigating Helm chart work

○ Questions
■ Ingress controller - no default one with Akraino
■ Storage provider - currently using hostPath for all the volumes
■ Are remote device services sufficient?  – Don’t know; didn’t try that.  Do

have a need to be able to work on data coming from multiple nodes.



○
○ Using something called a “Device proxy” right now to pass data across nodes.
○ (See recording at :52 minutes for more details)

● — CUT HERE DISCUSS THE REST NEXT WEEK —
● Opens

○ ?
● Delayed start service ADR update

○ SPIRE server and agent have been integrated into edgex-compose on a branch
○ Have prototype implementation of security-spiffe-token-provider
○ Working on go-mod-secrets code to get secret store token from

spiffe-token-provider
● Bin list

○ Nik Huge - present enhancement request for identity at the edge?

Standing Agenda
● Review Security Board
● Securing Consul Board (skip)
● Review CIS docker scan (will skip unless something changes) (click latest run, go to

classic, view console output).
○ Last checked: Tue Nov 16 05:36:01 UTC 2021

● Review Snyk (Jenkins) (will skip unless something changes) (Imagelist)
○ https://app.snyk.io/vuln/SNYK-GOLANG-GOLANGORGXTEXTINTERNALLANG

UAGE-2400718
■ Affects all of the 2.0.0 containers (CVSS 6.1)

● Review action items from previous week
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https://jenkins.edgexfoundry.org/blue/organizations/jenkins/edgexfoundry%2Fcd-management/activity?branch=docker-cis-benchmark
https://app.snyk.io/org/edgex-jenkins/projects
https://jenkins.edgexfoundry.org/job/edgexfoundry/job/cd-management/job/edgex-snyk-weekly/
https://github.com/edgexfoundry/cd-management/blob/edgex-snyk-weekly/Jenkinsfile
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Action Items
● 7/14/21: Bryon: Update security policy documentation w.r.t. when to use GitHub security

advisories to notify users of issues.


