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Attendees

Agenda
● Clint Dovholuk @ NetFoundry presenting OpenZiti as a possible solution to EdgeX

microservice security.
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ChaChaPoly1305 (libsodium) - no current algorithm flexibility





Has a C SDK (est 1MB overhead)
Has a GO SDK



Has flexible policies that can check for antivirus present, mac addresses, etc.

Enrollment process:
● Can bring your own CA
● Can integrate with SPIFFE
● Controller is the root of trust that bootstraps a full PKI
● Quickstart creates a PKI



○ Create an identity which is a JWT
○ JWT is distributed out of band
○ JWT is one time use
○ Create private key on the client.  Connects to well-known endpoint to trust the

server.  Uses JWT to authorize CSR and returns certificate.  Identities are X.509
based.

○ With SPIFFE in play can use 3rd party CA feature, can make Ziti automatically
trust the SPIFFE cert.

○
●



● Benefits of Ziti used with spire
○ Privacy of the ziti network overlay
○ Lacks of ports
○ Portability (outbound internet)

● Edge routers are the nodes that have the open ports.  These are mTLS authenticated.



Zitifying Nats

All communication go through the Edge Router.  Clients connect to the edge routers that talk the
fastest.  The Edge router gets you to the Ziti network fabric.  Can have a fabric of one edge
router if needed.



Have had a conversation about Nats.io potentially adopting openziti.

Standing Agenda
● Review Security Board
● Securing Consul Board (skip)
● Review CIS docker scan (will skip unless something changes) (click latest run, go to

classic, view console output).
○ Last checked: Tue Nov 16 05:36:01 UTC 2021

● Review Snyk (Jenkins) (will skip unless something changes) (Imagelist)
● Review action items from previous week

Action Items
● 7/14/21: Bryon: Update security policy documentation w.r.t. when to use GitHub security

advisories to notify users of issues.

https://github.com/orgs/edgexfoundry/projects/28
https://github.com/orgs/edgexfoundry/projects/41
https://jenkins.edgexfoundry.org/blue/organizations/jenkins/edgexfoundry%2Fcd-management/activity?branch=docker-cis-benchmark
https://app.snyk.io/org/edgex-jenkins/projects
https://jenkins.edgexfoundry.org/job/edgexfoundry/job/cd-management/job/edgex-snyk-weekly/
https://github.com/edgexfoundry/cd-management/blob/edgex-snyk-weekly/Jenkinsfile

