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STRIDE (security)

From Wikipedia, the free encyclopedia

‘WIKIPEDIA
The Fre Encyclopedia

STRIDE is a model for ider mputer security threats!'] developed by Praerit Garg and
Loren Kohnfelder at Microsoft 12! It provides a mnemonic for security threats in six categories. [*)
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Each threat is a violation of a desirable property for a system:
Threat Desired property
Authenticity

Integrity

Standing Agenda

Review Security Board
Securing Consul Board (skip)

Review CIS docker scan (will skip unless something changes) (click latest run, go to
classic, view console output).
o Last checked: August 3, 2022 — as expected
Review Snyk (Jenkins) (will skip unless something changes) (Imagelist)
Review action items from previous week

Action Items

e 7/14/21: Bryon: Update security policy documentation w.r.t. when to use GitHub security
advisories to notify users of issues.
e 6/22/22: Bryon: Update known security issue wiki (add GHSA?)


https://github.com/orgs/edgexfoundry/projects/28
https://github.com/orgs/edgexfoundry/projects/41
https://jenkins.edgexfoundry.org/blue/organizations/jenkins/edgexfoundry%2Fcd-management/activity?branch=docker-cis-benchmark
https://app.snyk.io/org/edgex-jenkins/projects
https://jenkins.edgexfoundry.org/job/edgexfoundry/job/cd-management/job/edgex-snyk-weekly/
https://github.com/edgexfoundry/cd-management/blob/edgex-snyk-weekly/Jenkinsfile

