
EdgeX Security WG Meeting
https://wiki.edgexfoundry.org/display/FA/Security+Working+Group

September 28, 2022

Attendees

Agenda
● Opens

○ None
● Review LFX security dashboard

○ ARs / Feedback for LFEdge
1. Add ignore.yaml files to all the repos to filter out noise
2. Figure out how to only scan “main” branch not all commits
3. Inclusive language is not show all the hits, doesn’t allow customization of

the regexps

https://wiki.edgexfoundry.org/display/FA/Security+Working+Group


4. Dependency analysis might come in useful for publishing bill of materials
and possibly automatically generating attribution.txt (would be useful to
generate instead of check every build)

● Cleaned up “New Issues” in security backlog
● REMINDER

○ Continue reviewing the threat model
https://github.com/edgexfoundry/edgex-docs/pull/858

Standing Agenda
● Review Security Board
● Securing Consul Board (skip)
● Review CIS docker scan (will skip unless something changes) (click latest run, go to

classic, view console output).
○ Last checked: August 3, 2022 – as expected

● Review Snyk (Jenkins) (will skip unless something changes) (Imagelist)
● Review action items from previous week

Action Items
● 7/14/21: Bryon: Update security policy documentation w.r.t. when to use GitHub security

advisories to notify users of issues.

https://github.com/edgexfoundry/edgex-docs/pull/858
https://github.com/orgs/edgexfoundry/projects/28
https://github.com/orgs/edgexfoundry/projects/41
https://jenkins.edgexfoundry.org/blue/organizations/jenkins/edgexfoundry%2Fcd-management/activity?branch=docker-cis-benchmark
https://app.snyk.io/org/edgex-jenkins/projects
https://jenkins.edgexfoundry.org/job/edgexfoundry/job/cd-management/job/edgex-snyk-weekly/
https://github.com/edgexfoundry/cd-management/blob/edgex-snyk-weekly/Jenkinsfile

