
EdgeX Security WG Meeting
https://wiki.edgexfoundry.org/display/FA/Security+Working+Group

April 5, 2023

Attendees

Agenda
Notice

● EdgeX Security WG looking for a new chair from July 2023 - June 2024

Discussion
● OpenZiti prototype progress updates

○ SDK’s now have the ability to establish connection to the network fabric using a
signed JWT

○ Will enable EdgeX services to not expose open ports on the host - connectivity
only via the overlay network - secures network communication.

○ Will affect go-mod-bootstrap the most:
■ Replace netcon object with a Zitified netcon object

https://wiki.edgexfoundry.org/display/FA/Security+Working+Group


■ Listeners listen with an OpenZiti listener
■ Dialers dial with an OpenZiti dialer

Standing Agenda
● Review Security Board
● Review CIS docker scan (will skip unless something changes) (click latest run, go to

classic, view console output).
○ Last checked: August 3, 2022 – as expected

● Review Snyk (Jenkins) (will skip unless something changes) (Imagelist)
● Review action items from previous week

Action Items
● 7/14/21: Bryon: Update security policy documentation w.r.t. when to use GitHub security

advisories to notify users of issues.

https://github.com/orgs/edgexfoundry/projects/28
https://jenkins.edgexfoundry.org/blue/organizations/jenkins/edgexfoundry%2Fcd-management/activity?branch=docker-cis-benchmark
https://app.snyk.io/org/edgex-jenkins/projects
https://jenkins.edgexfoundry.org/job/edgexfoundry/job/cd-management/job/edgex-snyk-weekly/
https://github.com/edgexfoundry/cd-management/blob/edgex-snyk-weekly/Jenkinsfile

