
EdgeX Security WG Meeting
https://wiki.edgexfoundry.org/display/FA/Security+Working+Group

April 19, 2023

Attendees

Agenda
Notice

● EdgeX Security WG looking for a new chair from July 2023 - June 2024

Discussion

https://wiki.edgexfoundry.org/display/FA/Security+Working+Group


● No OpenZiti update this week
● Filed

○ #597 - edgex-ui-go needs EdgeX 3.0 upgrade (Thundersoft taking over)
● In review

○ #1029 - update JWT auth documentation (closed)
○ #187 - Helm chart updates

● In progress
○ #374 - add more security metrics
○ #714 - fuzzing (won’t be finished by time of release)

● Opens - validation failures
○ #4508 - eKuiper authentication when invoking core services’ REST events
○ Device-coap-c and device-bacnet-c are failing when starting in secure mode; not

updated to latest device-sdk-c and not running latest alpine image
● Snyk board review

○ Edgex-go and other go repos looking good for release
○ 2.3.0 docker containers have some CVE’s that would be patched with a container

rebuild. Older dockers are on older alpine releases that aren’t getting updates.

Standing Agenda
● Review Security Board
● Review CIS docker scan (will skip unless something changes) (click latest run, go to

classic, view console output).
○ Last checked: August 3, 2022 – as expected

● Review Snyk (Jenkins) (will skip unless something changes) (Imagelist)
● Review action items from previous week

Action Items
● 7/14/21: Bryon: Update security policy documentation w.r.t. when to use GitHub security

advisories to notify users of issues.

https://github.com/orgs/edgexfoundry/projects/28
https://jenkins.edgexfoundry.org/blue/organizations/jenkins/edgexfoundry%2Fcd-management/activity?branch=docker-cis-benchmark
https://app.snyk.io/org/edgex-jenkins/projects
https://jenkins.edgexfoundry.org/job/edgexfoundry/job/cd-management/job/edgex-snyk-weekly/
https://github.com/edgexfoundry/cd-management/blob/edgex-snyk-weekly/Jenkinsfile

