Security WG Meeting, 4/10/19

Attendees: Trevor, Tingyu, Jim (Dell), Tony, lan (Canonical), Colin (Kong), Bryon, Jim (Intel). Apologies
that the attendee list was not captured completely. Others may have joined after the meeting started
and attendance was captured.

Agenda

Old Business
e Issue #185 — addressing Kong on ARM problem for black box tests
o Tingyu working a Dockerfile to create the Kong image for ARM (thanks for input lan)
o James to use the Dockerfile in CI/CD to create and store Kong ARM image
o Andy to use the image to run BB tests on ARM
e Question on ARM support for Kong with OpenResty
o Colin Hutchinson (with Kong) — to provide details of issue to Tingyu
o Tingyu to provide Colin with Dockerfile build
o Emulated ARM is not a valid test based
e Also have a PR out on upgrade to Kong 1.0.3 — lan reviewing
o Changes to authentication method in order to work
e  Fuji roadmapping
o PR from Bryon — everyone encouraged to take a look — on secure secret store
=  On Bryon’s private fork
o Intel high level roadmap/proposals — Bryon and Jim (Wang)
» https://docs.google.com/presentation/d/17W7MgharZUu5sIHNS4F6GtOY
kPWObJP-e9Tieh2gbRl/edit?usp=sharing
e  Wrap up of two planning docs
o Securing service secrets
=  Review next version (v7) based on feedback
o Security Issue Process
= Review next version (v4) based on feedback
=  How to handle dependency security issues — email to security email address and
treat them like ours?? Jim to add a new section.

New Business
e Tingyu Zeng to present on Vault Initialization - more detailed design (see Tingyu’s doc)


https://docs.google.com/presentation/d/17W7MghqrZUu5sIHnS4F6GtOYkPWObJP-e9Tieh2qbRI/edit?usp=sharing
https://docs.google.com/presentation/d/17W7MghqrZUu5sIHnS4F6GtOYkPWObJP-e9Tieh2qbRI/edit?usp=sharing

