
EdgeX Security WG Meeting
https://wiki.edgexfoundry.org/display/FA/Security+Working+Group

September 8, 2021

Attendees

Standing Agenda
● Review Security Board

○ HELP needed for reviews!

Icebox New Backlog WIP Done

9 1 5 1 / 7 11

● Securing Consul Board

Ph-3 ToDo Ph-2 ToDo WIP Done

4 1 / 2 0 / 0 3

● Review CIS docker scan (will skip unless something changes) (click latest run, go to
classic, view console output).

● Review Snyk (Jenkins) (will skip unless something changes) (Imagelist)

https://wiki.edgexfoundry.org/display/FA/Security+Working+Group
https://github.com/orgs/edgexfoundry/projects/28
https://github.com/orgs/edgexfoundry/projects/41
https://jenkins.edgexfoundry.org/blue/organizations/jenkins/edgexfoundry%2Fcd-management/activity?branch=docker-cis-benchmark
https://app.snyk.io/org/edgex-jenkins/projects
https://jenkins.edgexfoundry.org/job/edgexfoundry/job/cd-management/job/edgex-snyk-weekly/
https://github.com/edgexfoundry/cd-management/blob/edgex-snyk-weekly/Jenkinsfile


Critical High Medium Low

36! 28 23 2

○ Wait for DevOps alpine upgrade.

● Review action items from previous week

Agenda
● Secrets retry loop impacts device callbacks:

https://github.com/edgexfoundry/device-sdk-go/issues/1016
○ Suspected bug: deadlock between waiting for device secret and responding to

add device callback.  Need to respond back to core-metadata before starting the
secrets loop.  Move this bug to camera device service.

Action Items
● 7/14: Bryon: Update security policy documentation w.r.t. when to use GitHub security

advisories to notify users of issues.
● 8/25: Jim/Tony: Report back progress on Consul security after-the-fact disable.  (Look at

a snap configure hook to see if it will work to modify ACL config.)
● 9/1: Test the VaultTTL enhancement.  Works!
● 8/25: Bryon: Document Alpine 3.12 issues.

https://wiki.edgexfoundry.org/display/FA/Known+Security+Issues
● 8/25: Bryon: Add issue to Jakarta documentation board to document new Vault TTL

setting. https://github.com/edgexfoundry/edgex-docs/issues/553
● 9/1: Bryon: Research base image alternatives -- add to backlog

https://github.com/edgexfoundry/device-sdk-go/issues/1016
https://github.com/edgexfoundry/edgex-docs/issues/553

