
EdgeX Security WG Meeting
https://wiki.edgexfoundry.org/display/FA/Security+Working+Group

December 14, 2022

Attendees

Agenda
● Review project board

○ AR: Bryon: Rewrite mTLS section in UCR to refer to “end to end encryption” as it
accommodates service mesh solutions better.

● Microservice authentication UCR
https://github.com/edgexfoundry/edgex-docs/pull/898

● Snyk review
○ AR: Bryon: Update go-spiffe libraries to resolve http2 golang CVE.

https://wiki.edgexfoundry.org/display/FA/Security+Working+Group
https://github.com/edgexfoundry/edgex-docs/pull/898


Standing Agenda
● Review Security Board
● Review CIS docker scan (will skip unless something changes) (click latest run, go to

classic, view console output).
○ Last checked: August 3, 2022 – as expected

● Review Snyk (Jenkins) (will skip unless something changes) (Imagelist)
● Review action items from previous week

Action Items
● 7/14/21: Bryon: Update security policy documentation w.r.t. when to use GitHub security

advisories to notify users of issues.

https://github.com/orgs/edgexfoundry/projects/28
https://jenkins.edgexfoundry.org/blue/organizations/jenkins/edgexfoundry%2Fcd-management/activity?branch=docker-cis-benchmark
https://app.snyk.io/org/edgex-jenkins/projects
https://jenkins.edgexfoundry.org/job/edgexfoundry/job/cd-management/job/edgex-snyk-weekly/
https://github.com/edgexfoundry/cd-management/blob/edgex-snyk-weekly/Jenkinsfile

