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Agenda

Updates

e Microservice token-based auth ADR out for TSC review
https://github.com/edgexfoundry/edgex-docs/pull/659

e Discussion / questions on ADR

e Jim Wang on SPDX SBOM



https://wiki.edgexfoundry.org/display/FA/Security+Working+Group
https://github.com/edgexfoundry/edgex-docs/pull/659

o See if we can get license information into the SBOM, if so, eliminate
Attribution.txt. Would add SBOM generation to release checklist. Can generate
sbom at any time.

o If can’t get license info in, leave attribution.txt alone and generate SBOM at
release time.

o Need to generate sbom for inclusion in docker containers (dynamically generated
artifact).

o Commit new SBOM to repo at release time w/changelog updates. (Will be stale
until someone runs make sbom and commits it).

Standing Agenda

Review Security Board
Review CIS docker scan (will skip unless something changes) (click latest run, go to
classic, view console output).
o Last checked: August 3, 2022 — as expected
Review Snyk (Jenkins) (will skip unless something changes) (Imagelist)
Review action items from previous week

Action Iltems

e 7/14/21: Bryon: Update security policy documentation w.r.t. when to use GitHub security
advisories to notify users of issues.


https://github.com/orgs/edgexfoundry/projects/28
https://jenkins.edgexfoundry.org/blue/organizations/jenkins/edgexfoundry%2Fcd-management/activity?branch=docker-cis-benchmark
https://app.snyk.io/org/edgex-jenkins/projects
https://jenkins.edgexfoundry.org/job/edgexfoundry/job/cd-management/job/edgex-snyk-weekly/
https://github.com/edgexfoundry/cd-management/blob/edgex-snyk-weekly/Jenkinsfile

