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Agenda
Time  JTpic  Owner

5 Min DevOps Updates James
10 Min Jenkins Production Stability Issues Eric Ball
20 Min Backlog Review / Grooming All
10 Min Commit Linter Explore James
10 Min Opens
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DevOps WG Update

Geneva

e Jenkins Environment

« Recent outages — instability of the
Jenkins environment

* Network problem caused Jenkins init
script to not execute properly
(01/03/2020)

« Openstack network controller
problem (01/06/2020)

« Sandbox environment hung up —
network issues (01/08/2020)
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Openstack network controller

problem
Resolved This incident has been resolved.
Monitoring The fix has been implemented and service is recovering
Identified Our openstack cloud provider is having issues with network

controller and that affects our Cl openstack infras accross all
projects. We're working with provider to fix the issue
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Jenkins Environment — Uptime Dashboard
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DevOps WG Update

Geneva

 Jenkins Transformation to Pipelines
« GitHub Org plugin — install / configuration completed
* Go Modules migration to Jenkins Pipelines completed
 Application services migration completed

 Fixed bug with Clair scan stage of ARM64 images
 We don’t have an arm64 klar scanner image - Not needed

 Fuji Docs released — more updates still needed

« Combined Dockerfile for mongo

* Go Device Services — WIP

« C Device Services — Need Help to align to a common build process

« Go version 1.13 — Anyone can update base build image

« There's a question to the community on the need to pin to a specific patch version in
the future or just use latest from Docker Hub (1.13.5)D

« CommunityBridge - Advanced Snyk Reporting
« EdgeX Foundry Project has been added to Community Bridge Vulnerability Detection site

L 4
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CommunityBridge - Advanced Snyk Reporting

OMMUNIT YERIDC:

W' VULNERABILITY DETECTION

N

Project Name EdgeX Foundry

Project Color #i4dlde
Elevator Pitch app-functions-sdk-go app-service-configurable
EdgeX Foundry is 2 vendor-neutral open source project hosted by The Linux Foundation building 2 common open framework for loT edge Application Functions SDK written in Go Application Service Configurable written in Go
computing At the heart of the project is an interoperability framework hosted within a full hardware- and COS-agnostic reference software
platform to enable an ecosystem of plug-and-play components that unifies the marketplace and accelerates the deployment of loT solutions. Vulnerability Report Vulnerability Report
0 0 0 0

Repository Url https:!github.com/edgexfoundry HIGH w HIGH Low

SEVERITY SEVERITY SEVERITY
CIl Project ID 0 Fixable 0 Fixable 0 Fixable 0 Fixable 0 Fixable

No repository found for this project to be scanned No repository found for this project to be scanned '

Project Contributors

David Deal ddeali@limuwxfoundation.
i S——— o o

James Gregg james.rgreggi@intel.com

Powered by snyk
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DevOps WG Update - WIP

« Git commit message enforcement

« Coming out of the EdgeX Geneva F2F and Architects meetings, DevOps agreed to take on a SPIKE to look at
tooling / automation that would be helpful for the project in terms of Commit Messages (enforce standard format
that aligns to conventional commit standard or agreed upon format as per EdgeX written guidance)

Examples:
 https://itnext.io/enforcing-commit-templates-8cf3dbfe2510
« Example of pre-commit bash scripts.
https://qgit-scm.com/book/en/v2/Customizing-Git-An-Example-Git-Enforced-Policy
« Examples of client-side and server-side ruby scripts

https://dev.to/prahladyeri/how-to-enforce-conventional-commit-messages-using-git-hooks-2bmk
* Pre-commit custom python script placed in the .git/hooks directory and committed to the repo

https://github.com/marketplace/commit-messaqge-lint

‘ « Commit message lint

https://qithub.com/SystangoTechnologies/commit-message-lint/wiki/Commit-Message-Lint---
2.0?installation 1d=5828561&setup action=install

https://probot.qgithub.io/apps/
 Commitlint - https://probot.github.io/apps/commitlint/
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Demo Commit Linter

[Hjamesrgregg / demo-commit-linter @ Unwatc , o
[Jjamesrgregg / demo-commit-linter
Code Issues 0 19 Pull requests 1 Actions Projects 0 Wiki Security Ins

Code Issues 0 11 Pull requests 1 Actions Projects 0 Wiki Sect .

fix some bug #1

(W NeELW jamesrgregg wants to merge 1 commit into master from us123/update-documentation Ed

fix some bug #1

jamesrgregg wants to merge 1 commit into master from us123/update-documentation [

td Conversation 0 o Commits 1 8, Checks 0 E] Files changed 1
ttd Conversation 0 o Commits 1 B Checks 1 Files changed 1
u jamesrgregg commented 2 minutes ago Owner  +(@) =-
) @
fix it good ° fix some bug ac4coce ~
_ v ° Commit Message Lint Commit Message Lint / Commit Message Lint
h'g u Fix some bug . ac4cse failed 3 minutes ago in Os
X Commit Message Lint Re-run
Add more commits by pushing to the us123/update-documentation branch on jamesrgregg/demo-commit-linter. . . .
v ’ JomesTaregs, Message validation failed!!!
Al _c_hecks have failed Hige all checks Pull request title is invalid
1 failing check Commit messages are invalid
sha: acacsce | message: fix some bug o
x e Commit Message Lint — Message validation failed!!! Details
fix it good

° This branch has no conflicts with the base branch

Merging can be performed automatically.

- A ) ) [® View more details on Commit Message Lint
Merge pull request * | You can also open this in GitHub Desktop or view command line instructions. .
®
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Backlog Review

X EdgeX Foundry Project

edgexfoundry.org

Repositories 97 Packages People 68 Teams 98 [ Projects 12
£ DevOps WG (= ) ) .
Updated 25 minutes ago N
10 New Issues + - 20 Release Backlog + - In Progress + o 4 QA/Code Review + - 35 Done + - .
@ New build automation for go-mod-  *** [E] Look for a bot to replace "recheck” o @ Add JJB for edgex-taf-common docker ~ *** I Update build to Geneva pipeline o 1 add new option to allow custom o .
configuration image build job X docker-edgex-mongo#76 opsned by Iranjoar + release branch override

cl-management#540 opened by Jamesraregg

blocked JE2T

Addad by Jamesrgregg

= SPIKE: Explore how to autogenerate the ***
Project Tracker labels via the GitHub API

ci-management#s15 opened by
weichou1229

lgeneva w

Review required

ci-build-images#102 opened by
emestojeda

New build automation for device- Us5892

bluetooth-c Update edgeXInfraShipLogs() PR Il Update golang 1.12 version in o 11 add new option to allow custom
ci-management#470 opened by Added by jamesrgregg detection + edgeXBuildGoApp .+ release branch override

Jamesrgregg edgex-global-pipelines#45 opened by edgex-global-pipelines#76 opened by ci-build-images#101 opened by

R [ehiancermentl (Gheal -

New build automation for device-
opcua-c
ci-management#4B1 opened by jamesroregg

 biociea JETEVE E S

New build automation needed for
device-gps service

(@ MNew build automation for device-rest- ***
go
ci-management#526 opened by jamesrgregg

= Geneva

(D SPIKE - Identify a tocl / plugin to
enforce use of "conventional commit”
messages

edger-global-pipeiines#61 opaned by

Iranjoar

Create standard pipeline template e
Jenkinsfile for go device services
edgex-global-pipelnes#50 opened by

Iranjoar

.z

(o]

Irarjbar

Add golang 1.13 base image
ci-build-images#89 opened by Iranjbar

geneva

Changes requested

=

emestojesa

add new option to allow custom
release branch override

ci-build-images#100 opened by
emestojeda

geneva

ci-management#446 opened by jamesrgregg Create standard pipeline template 11 Add golang 1.13 to README 11 add new optien to allow custom -
Jamesroregg te st pip p p !
_- Jenkinsfile for docker helper repos + ci-build-images#0 opened by Iranjbar + release branch override

Create a pipeline job that will run the
tests for edgex-global-pipelines

edgex-global-pipelines#58 opensd by Iranjbar

Set up codecov for edgex-global-
pipelines
edgex-global-pipelines#36 opened by Iranjbar

@© Build Automation for Open Horizons ~ ***
edgex-global-pipelines#63 opened by
Jamesrgregg

ennancement [geneval

(@ Root cause analysis of the ARM -
failures for blackbox-testing -
Infrastructure failures
ci-management#520 opened by Iranjbar

edgex-global-pipelines#54 opened by
Iramjbar

Continuous Improvements Needed:
Improve monitoring of the Jenkins
infrastructure (all environments)

ci-management#538 opened by jamesroreag |l

Bot Explore for Pull Requests, Issues,
Commit Message Enforcements

ci-management#527 opened by jamesraregg

Changes approved

ci-build-images#29 opened by
emestojesa

[ bua JEEETY

add new option to allow custom
release branch override
ci-build-images#9s opened by
emestojeda

add new option to allow custom

o + release branch override
Add setting to specify the default EEr ] el wanted Ci-build-images#86 opened by
wversion . = '
serrver 34 opened by enbar @ SPIKE: How will we automate full T Geneva [ | emestojeda
g T op wiran) delivery (release management) of a [ bug | ]
enhancement Jenkins Pipeline
edgex-global-pipeliness42 opened by .
11 add new option to allow custom
g i Jamesrgregg s
@ Doesn't work behind http proxy -  release branch override -
ennancement [GEieal phase ]
Automated a5 To do Manage & Ganas m Automated a5 In progress Mznage Automated a5 Done

@edgexfoundry
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Meeting Minutes

Discussion

Actions Completed _ _ o o
AR: (James) — take a look at the Snyk Slack integration to ensure that all of the Snyk alerts with findings are getting into the #snyk-
belg)orts channel

UPDATE - The Slack integration is only used for updates since last scan of the repo, not weekly reports. It only sends new
information based on new CVE findings.

Actions WIP

Continuous Improvements Needed: Improve monitoring of the Jenkins infrastructure (all environments) _

;I;]herq have bteen some recent outages and it seems that the LF should have some monitoring in place that communicates when
ere's an outage.

Update to Slack, View Dashboard, Send an Email all could be proactive actions that would not depend on EdgeX Foundry Developers
to open JSD tickets.

IT-18693 Jenkins Environments - Request for Proactive Monitoring
Per Eric Ball — there is existing monitoring solutions implemented for other LF projects using Nagios

Plan is to reuse what the other projects are using so there shouldn’t be a need to open JSD tickets, they should be monitoring Jenkins
infrastructure and Jenkins queues automatically once Na

l0s is set up.
Scope of work is owned by LF Ops team — Eric Ball to follow up with Phat team using JSD #1T-18693 to start the dialog.

Additional Discussion

Recent Jenkins stability issues identified as problems with u ?raded Jenkins plugins which were incompatible. Both plugins were
rolled back to previous versions. Both plugins (Open Stack Cloud & SSH Slave) are required by LF and will not be eliminated with
move to Pipelines. Since Jenkins plugins are manually installed by LF RelEng, heed to validate compatibility closely beforehand.

Review of Commit Message Lint 2.0 (SystangoTechnologies) o _ o
Explore use of the commitlinter which is a repo plugin — Based on findings — Not recommended for project at this time.

Jim to discuss opens related to the version of Go used in Pipelines with QA/Test WG. Decision will be pending discussion in QA/Test
WG with review within TSC call.
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Past / Future Agenda Topics
-

WWO03 - Continued Discussion Monitoring Solution (Nagios) Eric Ball
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