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Agenda

Time Topic Owner

5 Min DevOps Updates  James  

10 Min Jenkins Production Stability Issues Eric Ball 

20 Min Unit Testing Jenkins Pipeline Code (Groovy) Emilio

10 Min DevOps Year in Review Recap James

10 Min Opens
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Attendees
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DevOps WG Update

Geneva

ÅJenkins Transformation to Pipelines

ÅGitHub Org plugin
ÅPlugin was introduced / tested in Sandbox ïno issues

ÅPlugin was introduced in Production ïstarted seeing build issues

ÅNew Pipeline for go-mod-bootstrap with git-semver

ÅNexus Life Cycle Policy TSC approved and JSD ticket submitted

ÅJenkins Pipeline Training published to GitHub

ÅCommunityBridge - Advanced Snyk Reporting
ÅNew Product Owner from LF identified - Meeting last Friday 

https://jira.linuxfoundation.org/servicedesk/customer/portal/4/SUPPORT-715

https://jira.linuxfoundation.org/servicedesk/customer/portal/4/SUPPORT-715
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Vulnerability Detection ïAdvanced Snyk Reporting
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DevOps WG Update

ÅGit commit message enforcement
ÅComing out of the EdgeX Geneva F2F and Architects meetings, DevOps agreed to take on a SPIKE to look at 

tooling / automation that would be helpful for the project in terms of Commit Messages (enforce standard format 
that aligns to conventional commit standard or agreed upon format as per EdgeX written guidance)

Examples:

Åhttps://itnext.io/enforcing-commit-templates-8cf3dbfe2510

ÅExample of pre-commit bash scripts.

Åhttps://git-scm.com/book/en/v2/Customizing-Git-An-Example-Git-Enforced-Policy

ÅExamples of client-side and server-side ruby scripts

Åhttps://dev.to/prahladyeri/how-to-enforce-conventional-commit-messages-using-git-hooks-2bmk

ÅPre-commit custom python script placed in the .git/hooks directory and committed to the repo

Åhttps://github.com/marketplace/commit-message-lint

ÅCommit message lint
https://github.com/SystangoTechnologies/commit-message-lint/wiki/Commit-Message-Lint---
2.0?installation_id=5828561&setup_action=install

Åhttps://probot.github.io/apps/

ÅCommitlint - https://probot.github.io/apps/commitlint/

https://itnext.io/enforcing-commit-templates-8cf3dbfe2510
https://git-scm.com/book/en/v2/Customizing-Git-An-Example-Git-Enforced-Policy
https://dev.to/prahladyeri/how-to-enforce-conventional-commit-messages-using-git-hooks-2bmk
https://github.com/marketplace/commit-message-lint
https://github.com/SystangoTechnologies/commit-message-lint/wiki/Commit-Message-Lint---2.0?installation_id=5828561&setup_action=install
https://probot.github.io/apps/
https://probot.github.io/apps/commitlint/
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Root Cause Analysis: Jenkins Stability Issues 

ÅPAT (Jenkins-GitHub credentials) 
was regenerated Tuesday as part of 
the work involved to enable GitHub 
Org plugin

ÅIssues not immediately observed, but 
after ~15 mins afterwards, logs 
indicate credential failures (401)

ÅSSH key hasnôt been updated

ÅñTest Connectionsò ïGitHub and 
Global Pipelines are successful

ÅSandbox isn't showing the same 
issues because it isn't actually 
connected to the Pull Requests
ÅNot the exactly the same as Production 

*** RECHECK ***
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Corrective Action Plan

ÅFocused Tiger Team to troubleshoot 
the problem

ÅClear communications in both Slack 
and Jira 

ÅGitHub Plugins Version and Last 
Update checked

ÅChange Management Review

ÅVerification of Credentials / Secrets

Continuous Improvement Plan

1. ELK ïAI look for ñstring look up for 
401ò

2. Use filebeat to stream to ELK
(logstash)

3. Jenkins SPLUNKlike plugin
1. Explore Jenkins-SPLUNKlike

integration 

4. Process: Open a JSD ticket 
(backlog issue needed)

5. Training: Build issues infrastructure 
related debug / log details to look 
for before reporting
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Unit Testing of Jenkins Pipeline Code


