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Agenda

5 Min DevOps Updates James
10 Min Jenkins Production Stability Issues Eric Ball
20 Min Unit Testing Jenkins Pipeline Code (Groovy) Emilio
10 Min DevOps Year in Review Recap James
10 Min Opens
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DevOps WG Update

Geneva

AJenkins Transformation to Pipelines
AGitHub Org plugin

APlugin was introduced / tested in Sandbox 7 no issues
APlugin was introduced in Production i started seeing build issues

ANew Pipeline for go-mod-bootstrap with git-semver
ANexus Life Cycle Policy TSC approved and JSD ticket submitted
AJenkins Pipeline Training published to GitHub

ACommunityBridge - Advanced Snyk Reporting
ANew Product Owner from LF identified - Meeting last Friday

https://jira.linuxfoundation.org/servicedesk/customer/portal/4/SUPPORT-715
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Vulnerability Detection i Advanced Snyk Reporting
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DevOps WG Update

A Git commit message enforcement

A Coming out of the EdgeX Geneva F2F and Architects meetings, DevOps agreed to take on a SPIKE to look at
tooling / automation that would be helpful for the project in terms of Commit Messages (enforce standard format
that aligns to conventional commit standard or agreed upon format as per EdgeX written guidance)

Examples:

A https://itnext.io/enforcing-commit-templates-8cf3dbfe2510
A Example of pre-commit bash scripts.

A https://git-scm.com/book/en/v2/Customizing-Git-An-Example-Git-Enforced-Policy
A Examples of client-side and server-side ruby scripts

A https://dev.to/prahladyeri/how-to-enforce-conventional-commit-messages-using-git-hooks-2bmk
A Pre-commit custom python script placed in the .git’/hooks directory and committed to the repo

A https://github.com/marketplace/commit-message-lint

A Commit message lint
https://qithub.com/SystangoTechnologies/commit-message-lint/wiki/Commit-Message-Lint---
2.0?installation 1d=5828561&setup action=install

A https://probot.github.io/apps/
A Commitlint - https://probot.github.io/apps/commitlint/
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Root Cause Analysis: Jenkins Stability Issues

APAT (Jenkins-GitHub credentials)
was regl?nerated Tuesday as part of

the work involved to enable GitHub
Org plugln Jenkins edgex-go-master-verify-go » » #4473

# Back to Project

Alssues not immediately observed, but @ Console Output

after ~15 mins afterwards, logs |
15:57:00 GifHub pull request #2244 of commit 008b0dc81c063cel(
d t d t I f | 4 1 B Console Output 15:57:00 Ruffning as SYSTEM
In Ica. e Cre en Ia al ureS = View Build Information 15:57:0? Undble to query GitHub for status of PullRequestorg.k
credentials’], "documentation_url":"https://deve l; .github.
Parameters 15:57:02 at org.kohsuke.github.Requester.handle Ap iEr
S S H k e y h a S n O t b e e 15:57:02 at org.kohsuke.github.Requester._to(Requester.
Environmen t Variables 15:57:02 at org.kohsuke.gi:hub.Requester.to(Requestcr.j
A ~ an . . < Parameters 15:57:02 at org. kthl..lke.c‘jithuthHReposit_ory.qetPul}ReqL
n T e S t C O n In@tld lJb and n S O 15:57:02 at org.)enklnsc;.pluqlns.thrb.thrbReposn.ory
- - - Open Blue Ocean TyTYrTUr at org.jenkins pl gins.ghprb.GhprbPullReques
GIObaI PI eIIneS are SucceSSful 15:57:02 t org.jenkin plugins.ghprb.GhprbBuilds.ong
p @ Previous Build 15:57:02 t org.jenkins pl gi ghp rb. th bBuildListe
15:57:02 t hudson.model. .RunLi fu:eSLaz'
¥ Next Build
15:57:02 at hudson.model.Ru ute(Run.java:1813)
ASandbox isn't showing the same ST LT
Timestamps View as plain text 15:57:02 at hudson.model.Re eControlle ute(Res
ISsueS because It ISn aCtualI 15:57:02 at hudson.model.Ex un(!-:xecutor.] 1429

1. tor.r
I'SYS'emC’OCK“”‘e _] 15:57:02 Caused by: org.kohsuke.gi hthpr tion: Server :
connected to the Pull Re uests - e
Elapsed time

A Not the exactly the same as Production

*** RECHECK ***

Q.

xxxxx
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Corrective Action Plan

AFocused Tiger Team to troubleshoot
the problem

AClear communications in both Slack
and Jira

A GitHub Plugins Version and Last
Update checked

AChange Management Review
AVerification of Credentials / Secrets
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Continuous Improvement Plan

1. ELKT A | ook f or NeS t
4010

2. Use filebeat to stream to ELK
(logstash)

3. Jenkins SPLUNKIike plugin
1. Explore Jenkins-SPLUNKIike
iIntegration

4. Process: Open a JSD ticket
(backlog issue needed)

5. Training: Build issues infrastructure
related debug / log details to look
for before reporting
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Unit Testing of Jenkins Pipeline Code

edgex-global-pipelines Unit Tests

* Leverage Jenkins-Spock - library to help with testing Jenkins pipeline
scripts and functions written in Groovy.
* Based off of Spock Unit Testing Framework
* Leverages Maven build automation tool
* Requires JDK (1.8+) and Maven (3.3+)
* Mocking Jenkins dependencies
* Every Pipeline step, and variable that exists are setup as a Spock Mock objects

* Only pipeline steps (plugins) that are added as dependencies will get mocked E
* Add dependencies to Project Object Model (pom.xml) %
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