
System Management – Organization and Assignment of Responsibilities 
Some recent questions have arisen with regard to system management and SMA that require us to 

(re)visit and (re)define EdgeX responsibilities. 

Assumptions:   
• Registry/configuration service (currently provided by Consul) may or may not be up and running 

or be used.  In development, for example, a service can use local file configuration and not 

register with any other service 

• The System Management Agent (SMA) may or may not be up and running or be used.  The SMA 

is in place to facilitate other outside-EdgeX systems.  It provides a single-point contact element 

for health and status information about EdgeX services to 3rd parties (via REST calls today) and 

also facilitates 3rd parties to make requests to start, stop or restart EdgeX services (one, many, or 

as a whole). 

Responsibilities 
1. Responsibility of knowing what services are running (for example when a request for all service 

metrics, how does it know “all services”?) 

a. Should the SMA innately know what services are up and running? 

i. It would require the SMA to be given a manifest. 

ii. If a new service is started, the SMA manifest would need to be updated and 

restarted, or the new service would have to register with the SMA. 

b. Should the registration service (currently Consul but with a wrapper API soon) know 

what services are up and running? 

i. If the registration service, what happens if EdgeX is running without the 

registration service (development or lighter weight deployment)? 

ii. Would the SMA ask the registration service what services are running?  If this is 

the case, the registration service would have to be up before the SMA (or at 

least be up before the SMA can do anything).  And if the registry service is not 

being used, what would the SMA consult with to know what services are 

running? 

2. Responsibility of registration 

a. Is a new service expected to register itself as up and running (dynamically register) with 

the registry service and/or SMA when it comes up?  If so, does it have to unregister as 

well? 

b. What if the SMA or registry service is not being used?  How are the services expected to 

know who to register with? 

3. Responsibility of start (what is first up?) 

a. Is some component of system management going to be used to start EdgeX for the first 

time on some deployment?  If so, does it not have to be first up?  The responsible 

element has to be brought up first and called on in order to perform the very first start 

of EdgeX. 

b. Whether the SMA or executor is requested to start other services, it has to be brought 

up first (when it is used) and then it has to know the other services to start.  How does it 



know what services to start (back to the manifest issue and knowing what services are 

available)? 

4. Responsibility of stop and restart 

a. If the SMA is requested to restart or stop other services, can it call to restart or stop 

itself?   

b. If it does stop and restart itself, how can it keep track of what is restarted or stopped?  

Does it need to?   

c. In the case of using docker-compose, a call to restart would cause the container with 

the executor to be restarted – causing an issue in that the executor would have to know 

to stop or restart the SMA container last.  Could this even work? 

Recommendations 
• We’ve already said that the registry service is the home of all config knowledge when it is 

running.  If not running, services use their own local config 

• We already have services trying to contact and register with the registry service by default.  The 

registry service also does a regular ping to check if a service is still up an available.  Services can 

even come up long after the initial start of EdgeX.  The same registration is required/would 

apply. 

• We need to have services also have the responsibility (in the future) to deregister with the 

registry service if they need to be taken down.  If the registry service is not there, then no 

deregistration can occur. 

With the services responsible for registering and deregistering with the registry service, the registry 

service is the source of information about what services are registered as well as configuration. 

The SMA, should therefore,  

• Call on the registry service first and foremost for the current list of registered services whenever 

it needs to know what services are currently up/running.  As the registry service allows for the 

dynamic coming and going of services, the registry service becomes the source of truth about 

the services the SMA should know about at any given instance. 

• In the event that the registry service is not up, the SMA will use a local manifest of services and 

expect these services to be the ones that are up.  There is no dynamic registration or 

deregistration in this case.  In this case, if new services are brought up, the SMA’s local manifest 

must be altered and the SMA restarted. 

Start, stop and restart 

• The SMA can be brought up first and be used to start everything.  If it does this, it must rely on 

the local manifest for the list of services to start.  The registry, as one of the services the SMA 

brings up, would not be up yet. 

• The SMA will use the registry first and then the local manifest (per above) for a list of current 

services whenever it needs to stop or restart services. 

• The SMA could stop or restart itself as just another EdgeX service, but it is system/executor 

implementation specific.  Some executor situation may not allow for this to happen or would 

require stop/restart to happen in a particular order.  Therefore, the ability to restart or stop the 

SMA is left to executor implementation. 



o Research:  Can an SMA->executor->Docker Compose call to Stop or Restart itself:  could 

a call from Docker Compose from inside the Docker-in-Docker container holding both 

the SMA and the Docker Compose executor work?  Wouldn’t it have to be the last of the 

services it stops or restarts if a collection of services is sent in? 

o How would the SNAP implementation work? 


